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Agenda

• A bug example that shows different memory corruption

• Definition of Multiple Error Behavior of bugs

• A new approach to turning “unexploitable” bugs to “exploitable” ones

• Exploitation of a seemingly ”unexploitable” bug in CentOS kernel

• The implication of MEB
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“Unexploitable”

• Less likely to exploit

• The initial error cannot propagate

• Null-ptr-deref

• GPF

• Warning

• BUG_ON/BUG 
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BUG/BUG_ON 
+ WARNING

1%

GPF/Null-ptr-
deref
31%

UAF/OOB/DF
68%

BUG/BUG_ON +
WARNING

GPF/Null-ptr-deref

UAF/OOB/DF

• Statistics from historical CVEs

- Smaller portion

- Lower score

• Less attention

- Limited memory corruption ability

- Exploitation requires memory corruption

Bugs without memory corruption
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A real kernel bug
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An “unexploitable” crash
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1. tun_attach with IFF_NAPI disabled
- timer uninitialized
- current napi not in the list

2. tun_detach with IFF_NAPI enabled
- cancel the timer

timer
READ_ONCE(timer->base)

Dereference a NULL pointer!

base

napi_struct
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An “unexploitable” crash
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1. tun_attach with IFF_NAPI disabled
- timer uninitialized
- current napi not in the list

2. tun_detach with IFF_NAPI enabled
- cancel the timer

Exploitability?
- Always access to an uninitialized timer
- Mapping memory at 0 is not allowed
- Very less likely to be exploitable  
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1. tun_attach with IFF_NAPI enabled
- initialize the timer
- current napi lnked in the list

Other than “unexploitable”
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timer

1. tun_attach with IFF_NAPI enabled
- initialize the timer
- current napi lnked in the list

2. tun_detach with IFF_NAPI disabled
- napi still in the list
- napi freed by destroy(tfile)

3. free_netdev

Other than “unexploitable”
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Exploitability of this UAF

• The vulnerable object is allocated in general cache (kmalloc-2048)

• Free of napi_struct will free the sk_buff inside

• Control hijacking when freeing sk_buff
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napi_sruct

*skb

*destructor
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Turning “unexploitable” to “exploitable”

• Why?

- Multiple Error Behaviors if triggered differently

- MEB demonstrates different bug effects (memory corruption ability)
- Different bug effects have different exploit potential

• How?

- Coverage-based fuzzer is not suitable

- Object-driven: use error-related objects to bound the fuzzing scope!
- A customized fuzzer based on Syzkaller
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Object-driven kernel fuzzing

• Find objects from crash report
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base = READ_ONCE(timer->base) in hrtimer_active

hrtimer_cancel(&tfile->napi->timer) in tun_detach

hrtimer_try_to_cancel(timer) in hrtimer_cancel

• Instrument BBs which contain the object

• New seed selection and input mutation based on object feedback

• Our tool and other details will be released soon!
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What it means

• To vendors
- Do not rely on signal input/behavior on exploitability estimation

- Fix all the bugs!

• To offensive technique researchers
- “Trash” bug could be exploitable

- A better primitive could be found automatically

- A lot of unfixed exploitable bugs in vendors’ kernel
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CVE-2021-3715

• fixed in upstream in March 2020

• Firstly found by Syzkaller with a WARNING error

• UAF if triggered differently

• Unfixed in Centos 7 and many other Centos-based distroes (TencentOS, AliOS) 

by August 2021
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=ef299cc3
https://syzkaller.appspot.com/bug?id=1bba967ec4596833317399ba8d6f7d655bd655e8


#BHEU @BlackHatEvents 

EUROPE 2021EUROPE 2021

#BHEU @BlackHatEvents 

The Bug

• The vulnerable object

- Allocated by kzalloc at route4_change

- Freed by workqueue at route4_delete_filter

- The work is queued at route4_change
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The Bug

• What route4_change does?

- Allocate route4_filter
- Update route4_filter

- CORRECT: remove the old one from linked list, then free
- ERROS: remove the new one from linked list, then free the old one

18



#BHEU @BlackHatEvents 

EUROPE 2021EUROPE 2021

#BHEU @BlackHatEvents 

The initial bug report

• Unsuspicious WARNING

• Happened at calling RCU

• Requires collision

• might be unstable?
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Primitives discovered automatically
• UAF Read in route4_get
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Primitives discovered automatically
• UAF Read in route4_destroy
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Primitives discovered automatically
• UAF Read in route4_dump
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Leak kernel data
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• UAF Read in route4_dump

- nla_put_32

- Send kernel data to user space

- Spray pointers in the leaking field
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Hijack control flow
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• UAF in route4_destory

- Queue work at route4_destory

- Func pointer inside route4_filter object

- Spray objects to overwrite func pointer

after queuing.
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Multiple Error Behaviors
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• Different errors if triggered differently

• Find the worst bug effects

• Discover exploit primitive
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A generic UAF exploitation
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• Only requires free ability from the UAF

• Leak and overwrite with universal spray object

https://duasynt.com/blog/linux-kernel-heap-spray
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Steps
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• Free the vuln object

route4_filter
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• Free the vuln object

route4_filter
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Steps
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• Free the vuln object
• Spray with struct msg_msg (or msg_msgseg), it can be in any general cache

route4_filter

msg_msg
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Steps
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• Free the vuln object
• Spray with struct msg_msg (or struct msg_msgseg), it can be in any cache
• Free object msg_msg through the vulnerability

route4_filter

msg_msg
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Steps

31

• Free the vuln object
• Spray with struct msg_msg (or struct msg_msgseg), it can be in any cache
• Free object msg_msg through the vulnerability
• Spray victim objects

route4_filter

msg_msg

*func
*heap
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Steps
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• Free the vuln object
• Spray with struct msg_msg (or struct msg_msgseg), it can be in any cache
• Free object msg_msg through the vulnerability
• Spray victim objects
• Leak kernel data (store_msg)

route4_filter

msg_msg

*func
*heap

copy_to_user(dest, src, msg->m_ts);
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Steps
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• Free the vuln object
• Spray with struct msg_msg (or struct msg_msgseg), it can be in any cache
• Free object msg_msg through the vulnerability
• Spray victim objects
• Leak kernel data (store_msg)
• Hijack control flow

route4_filter

msg_msg

*func
*heap
*func
*heap
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One more thing...
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• Argument is not controlled when hijacking, e.g. vtm->func(vtm)

• Cannot call to run_cmd or native_write_cr4

• Try install_exec_creds before v5.8 or commit_nsset after v5.7
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One more thing...
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• Argument is not controlled when hijacking, e.g. vtm->func(vtm)

• Cannot call to run_cmd or native_write_cr4

• Try install_exec_creds before v5.8 or commit_nsset after v5.7

• Exploit available at https://github.com/Markakd/kernel_exploit

https://github.com/Markakd/kernel_exploit
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Takeaway

• “Trash” bug could be exploitable, fix them!

• Exploit primitives could be found automatically

• There might be other unfixed exploitable bugs in vendors’ kernel
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• There might be other unfixed exploitable bugs in vendors’ kernel
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Zhenpeng Lin (@Markak_)
https://zplin.me

Looking for summer internship!

https://zplin.me/

