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A
return address
stack buffer overflow

e stack canaries in Linux, FreeBSD, XNU, and Windows
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stack frame

e CONFIG_INIT_STACK_ALL & CONFIG_GCC_PLUGIN_STACKLEAK in Linux

poison at the

end of syscall
-

STACKLEAK_POISON

STACKLEAK_POISON

STACKLEAK_POISON

#BHASIA

@BLACKHATEVENTS



blf‘;t’:k hat

ASIA 2021

before the patch

freelist N _ -

|—)lFreed Slot 1 41

Freed Slot 2 4>lFreed Slot 3 ——>

// \\\
- —

SRR ortcr the patch

e CONFIG_SLAB_FREELIST_HARDENED in Linux
e Further improved after v5.6.4
e Similaridea is also adopted in XNU
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freelist fprt
\—l I —l Freed Slot 2 —l Freed Slot 3
allocated freelist

00000 H Freed Slot 2 —l Freed Slot 3

e init_on_alloc and init_on_free in Linux
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Oxffffffffc0400000

Oxffffffffc0000000

Oxffffffff80000000

e KASLR in Linux
e Similaridea is also adopted in XNU and Windows
e Recently, function-granularity KASLR is proposed
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root:lyyy:0:99999:7:::
yueqi:xxx:yyy:0:99999:7:::

< Offset 31..16 D 7 [o] TvE |0 0 0fofo| IsT |4

“/etc/shadow” content in
gnome-keyring-daemon

Interrupt/Trap Gate
31 0
Reserved 12
31 0
A= e T
Offset 63..32
31 S e R 161514 13 1211 87 54 2 0

s — g | L
31 1615 0
P il = —
Segment Selector < Offset 15..0 )
\
DPL Descriptor Privilege Level
Offset Offset to procedure entry point
P Segment Present flag
Selector ~ Segment Selector for destination code segment
IST Interrupt Stack Table

Interrupt descriptor table
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xfrm_replay_state_esn ext4_file_operations
M\

vul obj|bmp_len] .. [bmp f_op L

overwrite overread
l@ bmp_len %I

leaked through nla_put() invoked from recvmsg syscall

Elastic Structure: xfrm_replay_state_esn
used in Pwn20wn 2017 for CVE-2017-7184
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cEntries && iFirstFree

1

PR, 4 o tagPRQPLIST s elasfu(? struct
e overwrite centries & iFirstFree
2 e rewrite tagWND object to obtain
arbitrary R/W

v 3 SetScrollinfo Routine
tagWND.pSBInfo j/

Arbitrary Write
tagWND.strName.Buffer 7y > 4

5 .

Arbitrary Read

From “A New CVE-2015-0057 Exploit Technology” by Yu Wang in
BlackHat Asia 2016
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[e— MAX —>] |
1st |len| buffer Al 1| |pl]p2 Al 3Brd
le— len — : P
————————————————— p2
p [Llen A : len B
Z"d py p + len : pl pl + len
buffer B| | buffer &
fe— len — | f=— len —f
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xfrm_replay_state_esn

bmp_len] ... | bmp cm src, (n,

/| | ¢ = Heap
fe— MAX —> | R
1st |len| buffer Al | pl | p2 A 3zxd ret addr \ [ buffer overread
f=— len —>f : / ‘e ~\\ p and N are in the same object
_________________ | P2 canary p | N | P4
p |len Al |\ [len B overread |} ——
2nd ¥ | N
p p + len | pl pl + len é n, /L n —
buffer B| | buffer C buffer buff 3
fe— len —>f | k=— len —=f JLV urrer ,* overrea
\ Stack / Arbitrary memory

“"_n

e Assuming that “p” or “len” fields in elastic objects are overwritten

“"_n

e Later, “len” is propagated to “n” and “p” to “src” in copy_to_user()
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e Obtain leak primitive from limited overwrite

e The leak primitive can expose
— Stack canary
— Encrypted heap cookies
— Return address on stack
— Function pointer value on heap
- “/etc/shadow” in gnome-keyring-daemon
— Interrupt descriptor table
— And more
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e Unknown

— Functions as kernel-user space communication channel, e.g., like copy_to_user()
— # of elastic objects in the kernel code base

— # of elastic objects whose “p” and “n"can be propagated to those channel functions
— Given a vulnerability, # of elastic objects can be used for leaking

e |Important

— Do we need to pay attention to this attack?
— Do we need a mitigation?

#BHASIA @BLACKHATEVENTS
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Types of Channel Function Prototypes

Memory Access APIs unsigned long copy_to_user(void __user* to, const void* from, unsigned long n);
int nla_put(struct sk_buff* skb, int attrtype, int attrlen, const void* data);
int nla_put_nohdr(struct sk_buff* skb, int_attrlen, const void* data);
int nla_put_64bit(struct skb_buff* skb, int attrtype, int_attrlen, const void* data, int padattr);

Netlink
void* nlmsg_data(const struct nlmsghdr* nlh); void* memcpy(void* dest, const void* src, size_t count);

void* nla_data(const struct nlattr* nla); void* memcpy(void* dest, const void* src, size_t count);

void* skb_put_data(struct sk_buff* skb, const void* data, unsigned int len);

General Networking
void* skb_put(struct sk_buff* skb, unsigned int len); void* memcpy(void* dst, const void* src, size_t count);

#BHASIA @BLACKHATEVENTS
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struct user key payload 4. From the same structure type

upayload = kmalloc (sizeof (*upayload) + datalen)

GFP_KERNEL) ; 3. Where is the source from?

upayload [EReCYL-LES.¥ 2. Where is the length from?

copy_to_user (buffer, iRty 1. identify the leaking anchor, i.e., invoking to channel functions

#BHASIA @BLACKHATEVENTS


https://elixir.bootlin.com/linux/v5.5.3/C/ident/copy_to_user
https://elixir.bootlin.com/linux/v5.5.3/C/ident/buflen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/buflen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/datalen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/user_key_payload
https://elixir.bootlin.com/linux/v5.5.3/C/ident/kmalloc
https://elixir.bootlin.com/linux/v5.5.3/C/ident/datalen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/GFP_KERNEL
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struct user_key payload

upayload = kmalloc (sizeof (*upayload) + datalen\ GFP_KERNEL) ;

upayload ->datalen;

if (buflen > upayload->datalen)

copy_to_user (buffer, EEIENRREY] 5. Collect the constraints along the path from the

anchor retrieving length to the anchor leaking data

#BHASIA @BLACKHATEVENTS


https://elixir.bootlin.com/linux/v5.5.3/C/ident/copy_to_user
https://elixir.bootlin.com/linux/v5.5.3/C/ident/buflen
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https://elixir.bootlin.com/linux/v5.5.3/C/ident/kmalloc
https://elixir.bootlin.com/linux/v5.5.3/C/ident/datalen
https://elixir.bootlin.com/linux/v5.5.3/C/ident/GFP_KERNEL
https://elixir.bootlin.com/linux/latest/C/ident/buflen
https://elixir.bootlin.com/linux/latest/C/ident/datalen
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[+] ip_options Sample record
(1) [cache] kmalloc_16*

(2)[len offset] [8, 9)

(3)[ptr offset] NA

(4)[alloc site] net/ipv4/1ip_output.c:1251
(5)[leak anchor] net/ipv4/1ip_sockglue.c:1356
(6)[capability] stack canary, KASLR

- 49 elastic structures are tracked down in defconfig
- 38 elastic structures are confirmed using kernel fuzzing and
manual analysis

#BHASIA @BLACKHATEVENTS
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Linux
Cache Struct Offset (len/ptr) Potential Privilege Constraints
kmalloc-8 ipv6_opt_hdr [1, 2)/NA H 0 [1,2) < Arg, p # null
sock_fprog_kern [0, 2)/[2, 10) H&A NET_RAW [0,2) < Arg
policy_load_memory [0, 4)/[4. 12) H&A 0 [0, 4) < Arg
kmalloc-16 1dt_struct [8, 12)/[0, 8) H&A 0 [8,12) < 65536
. . anchorl: H [8, 9) < Arg, anchorl in put_cmsg()
' oprionk [, 20U anchor2: S ? [8,9) # 0, anchor2 in do_ip_getsockopt()
iovec 8, 16)/[0, 8) H&A 0 0
cfg80211_pkt_pattern [16, 20)/[8, 16) H&A NET_ADMIN 0
~ user_key_payloadx - [16, 18)/NA H 0 [16, 18) < Arg
xfrm_replay_state_esnx [0, 4)/NA H NET_ADMIN 0
. ip_sf_socklistx [4, 8)/NA H 0 [4,8) < Arg, [4,8) #0
kaloeng cache_reader ¥ [24, 28)/NA H 0 [0, 8) # cache_detail.20
tc_cookie [8, 12)/[0, 8) H&A NET_ADMIN [8,12) #0
cfg80211_bss_iesk [24, 28)/NA H NET _ADMIN [24, 28) # 0, p # null
sg_header [4, 8)/NA H 0 0
inotify_event_info [36, 40)/NA H 0 0
fb_cmap_user [4, 8)/[8, 16), [16, 24), [24, 32) S 0 [4,8)#0
cache_request [40, 44)/[32, 40) H&A 0 [20, 24) # 0, [40, 44) # 0
kmalloc-64 msg_msg [24, 32)/[32, 40) H&A 0 [24, 32) < Arg, [24, 32) < 4048 '
P [44, 45)/NA H 0 [44, 45) < c'ompat_gctdents_callback.5,
p # null, [32, 40) == null, [40, 44) < Arg
ieee80211_mgd_auth_datax [48, 52)/NA H 0 0
tep_fastopen_context [32,36)/NA S 0 [32,36) < Arg
request_key_auth [48, 52)/[40, 48) H&A 0 [48, 52) < Arg, p # null
xfrm_algo_authx [64, 68)/NA H NET_ADMIN 0
kmalloc-96 cfgso211_wowlan_tep | 2 52)[’;5[&2:;/’ )[355(; = /NA- | HaA | NET_ADMIN 0
xfrm_algox [64, 68)/NA H NET_ADMIN 0
xfrm_algo_aead* [64, 68)/NA H NET _ADMIN 0
cfg80211_scan_request [32, 36)/[24, 32) H&A NET_ADMIN p # null, [24, 32) # null
kmalloc-192 mon_reader_bin [16, 20)/[24, 32) H&A 0 [16, 20) < 4096, [16, 20) # 0, [16, 20) < Arg,
cfg80211_sched_scan_request [40, 44)/[32, 40) H&A NET_ADMIN [8, 16) == kaddr, [48, 56) == kaddr, p # null
mon_reader text 112, 116)/[116, 124 H&A 0 112, 116) < Ar
kmsilloe-256 station__info {mu 124;;'{112, 12(); H& A NET ADMIN [ .
kmalloc-512 extd_dir_entry_ 2 [6, 7)/NA H 0 [6, 7) < compat_getdents_callback.3
xfrm_policy [372, 373)/NA S NET_ADMIN 0
kmalloc-1024 fb_info [816, 824)/[808, 816) H&A 0 [832, 836) == 0, [768, 776) == kaddr
4 : P AUDIT_CONTROL
kmalloc-2048 audit_rule_datax [1036, 1040)/NA S AUDIT READ 0
kmalloc-16384 n_tty_data [8800, 8804)/NA H 0 [8800, 8804) < 4096
proc_dir_entry_cache A proc_dir_entry § [177, 178)/NA H 0 p # null, [177, 178‘)-2compat_getdcntsNcaJlback.S
seq_file_cache A seq_file f [24, 28)/NA H 0 [24,28) # 0, [3?5518301;%:515358) < seq_file.1,

- 36/38 structures are in general cache

- Cover most general caches
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CVE-ID or e Suitable Security
Syzkaller-ID e Eapibility objects # Impact
1379... [71] OOB kmalloc-512:[0, 512)=" 10 + (1) SC, HC, BA
3d67... [68] | OOB NA 0 NA
422a... [69] OOB kmalloc-64:[0, 4)=0x8 0 NA
5bb0... [76] UAF kmalloc-192:[16, 24)=0, kmalloc-192:[48, 56)=kaddr 1 HC, BA
6a6f... [73] UAF kmalloc-1024:[0, 8)=kaddr 3 HC, BA
a84d... [67] OOB kmalloc-32:[0, 4)=" 1 HC, BA
bf96... [74] UAF ip_dst_cache:[64, 68)=" 0 NA
edbe... [70] OOB kmalloc-64:[0, 16)=", [16, 24)=192, [24, 64)=0 6 SC, HC, BA
€928... [72] UAF kmalloc-256:[120, 128)=kaddr 1 HC, BA, AR
ebeb... [75] UAF kmalloc-1024:[15, 24)=kaddr 1 HC, BA
2018-6555 UAF kmalloc-96:[0, 8)=kaddr, kmalloc-96:[8, 16)=kaddr 3 SC, HC, BA
2018-5703 OOB NA 0 NA
2018-18559 UAF kmalloc-2048:[1328, 1336)=" 0 NA
2018-12233 OOB NA 0 NA
2017-8890 DF kmalloc-64:[0, 8)=kaddr:[8, 16)=kaddr:[16, 18)<46:[18, 64)=" 12+ (1) | SC,HC, BA, AR
2017-7533 0OO0OB kmalloc-96:[0, 11)=":[11, 12)="\0’ 2 HC, BA
2017-7308 OOB kmalloc-1024:[0, 1024)=", kmalloc-2048:[0, 2048)=" 12 + (1) SC, HC, BA
kmalloc-32:[0, 32)=", kmalloc-64:[0, 64)=", kmalloc-96:[0, 96)=", kmalloc-128:[0, 128)="
Ag-iggs | QOB kmalloc-196:[0, 192)=", kmalloc-256:[0, 256)=", kmalloc-512:[0, 512)=" 22eld) | SERGBAAR
2017-6074 DF kmalloc-256:[0, 8)=kaddr:[8, 16)=kaddr:[16, 18)<238:[18, 256)=" 11+ (1) SC, HC, BA
2017-2636 DF kmalloc-8192:[0, 8)=kaddr:[8, 16)=kaddr:[16, 18)<8174:[18, 8192)=" 10 + (1) HC, BA
2017-17053 DF kmalloc-16:[0, 8)=" 4 SC, HC, BA
2017-17052 UAF kmalloc-256:[0, 8)=kaddr, kmalloc-256:[8, 16)=kaddr 3 SC, HC, BA
2017-15649 UAF kmalloc-4096:[2160, 2168)=" 0 NA
2017-10661 UAF kmalloc-256:[192, 200)=kaddr, kmalloc-256:[200, 208)=kaddr 0 NA
2017-1000112 | OOB NA 0 NA
kmalloc-8:[0, 8)=", kmalloc-16:[0, 16)=", kmalloc-32:[0, 32)="
A01e:0151 908 knEalloc-64:[0, 64)=", kEnalloc-lZS:[O, 128):*[ 24 +(2) | SC,HC, BA, AR
2016-4557 UAF kmalloc-256:[56, 64)=", kmalloc-256:[64, 72)=" 3 HC, BA
2016-10150 UAF kmalloc-64:[24, 32)=", kmalloc-64:[32, 40)=" 3 SC, HC, BA, AR
2016-0728 | UAF kmalloc-256:[0, 8)=" 2 HC, BA
2014-2851 | UAF kmalloc-192:[0, 8)=" 2 HC, BA
2010-2959 | OOB kmalloc-256:[0, 256)=" 11+ (1) SC, HC, BA

21 CVEs, 10 from syzbot

23/31 bypass KASLR and leak heap
cookies

12/31 leak stack canary

5/31 performs arbitrary read
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XNU
Cache Struct Offset (len/ptr) | Potential | Privilege Constraints
user_ldt (4, 8)/NA H 0 (4, 8) < 8192, [4, 8) < Arg
kalloc.16 sockaddrx [0, 1)/NA H 0 [0, 1) < 255
accessx_descriptorkx [0, 4)/NA H 0 [0,4)#0
falloe 32 msg | [16, 18)/NA H 0 [16, 18) < msgrev_nocancel_args.7, [16, 18) > 0
audit_sdev_entry (8, 16)/[0, 8) H&A 0 0
uiox 16, 24)/NA H 0 16, 24) < 4096
Sl user_msghdr_x [4([), 44)/[);2, 40) H& A 0 [ [40, 4)4) #0
Fallseso kauth_filesecx [36, 40)/NA H 0 0
vim_map_copy [16, 24)/NA H 0 [16,24) #0
kalloc.192 nfsbuf (112, 116)/[136, 144) | H&A 0 (112, 116)>0
kalloc.224 audit_sdev [140, 144)/NA H 0 0
kalloc.1024 necp_clientx (800, 808)/NA H 0 [800, 808) < Arg
FreeBSD mbuf mbuf (24, 28)/NA H 0 0
Cache Struct Offset (len/ptr) | Potential | Privilege Constraints Igg;e—mnet fpipe t [Oilll())é [12%02)4) i f[ A g [104, 10?8) %0
.moun nismoun 5
kmem.16 TWE;OIjJaer:m*T [5!:,3’1:))//%:1){3&8) T I; 3 g p#null, [3.4) < tw;_paramcommand.B mecache.necp.flow | necp_client_flow | [120, 128)/[128, 136) H 0 [120, 128) # 0, [128, 136) # null
sockaddr [0, 1)/NA H 0 0
i40e_nvm_access [12, 16)/NA H 0 [12, 16) > 0, [12, 16) < 4097
kmem.32 vpd_readonly [16, 20)/[8,16) H&A 0 0
vpd_writeonly [20, 24)/[8,16) H&A 0 0
uio [24, 32)/NA H 0 [32,36) # 2 .
kmem64 | gotlreq arg | [28,32)/[40,48) | H&A 0 [24, 28) == 32 - 20 structures in FreeBSD
ips_ioctl (20, 24)/[8, 16) H&A 0 0 .
kmem.128 | usb_symlink [80, 82)/NA H 0 p # null, [80, 81)+[31, 82) < 252 - 16 structures in XNU
ucred [52,56)/[176,184) | H& A 0 0
shmfd [0, 8)/NA H 0 0
xmem.258 iso_nodet [56, 64)/NA H 0 [56, 64) < uio.2
iso_mntt [48, 52)/NA H 0 [48, 52) < uio.3
lmem.512 acc_fibt (8, 10)/NA H 0 [8, 10)< aac_softc.61
dirent [20, 22)/NA H 0 [20, 22) < Arg
kmem.1024 buf (48, 52)/[24, 32) H&A 0 0
kmem.2048 fw_device [16, 20)/NA H 0 p # null[16, 20) > 1024
mbuf mbuf [24, 28)/[8, 16) H&A 0 0
TMPFS node tmpfs_node [40, 48)/NA H 0 0 #BHASIA @BLACKHATEVENTS
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CVE-ID or o Suitable Security
Syzkaller-ID Type Capabildy objects # Impact - 9 CV E S
FreeBSD

2019-5603 UAF file_zone:[40, 44)=" 0 NA - 5 / 9 byp asses K AS |_ R

2019-5596 UAF file_zone:[40, 44)=" 0 NA

20161857 | 008 zone Jobul 0, 256 1| BA&AR” - 4/9 leaks heap cookie (FreeBSD doesn'’t

XNU

2019-8605 | UAF kalloc.192:[0, 192)="* 4+(1) HC, BA, AR .

2019-6225 | UAF kalloc.96:[8, 16)=" 0 NA h ave h ea p (0{0]0) kl e)

2018-4243 | OOB kalloc.16:[0, 8)=0 0 NA

2018-4241 | OOB kalloc.2048:[0, 2048)=" 5 HC, BA - 1

2017-2370 | OOB kalloc.256:[0, 256)=" 3 HC, BA 3/ 9 p € rfo rms a rb It ra ry rea d
2017-13861 | DF kalloc.192:[0, 192)=* 4+ (1) HC, BA, AR
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e Add copy_from_user to channel functions in static analysis
e |[nteresting findings

o structiovec - enforced with checking

o struct dm_ioctl - require data race

o struct fdtable - require data race
e Limitations

o Other channel functions are not included

#BHASIA @BLACKHATEVENTS
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freelist

\—>iFreed Slot 1 ‘Freed Slot 2 !Freed Slot 3 without mitigation

freelist

\—>iFreed Slot 1 !Freed Slot 2 iFreed Slot 3 with mitigation

CONFIG_SLAB_FREELIST_RANDOM (freelist randomization)
- No effects on UAF/double free exploitation
- Many bypassing techniques
o Heap Groom
o Freelist Reversal

#BHASIA @BLACKHATEVENTS
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56 struct subprocess_info {

57 struct work_struct work;

58 struct completion *complete;

59 const char *path;

60 char **argv;

61 char **envp;

62 int wait;

63 int retval;

64 int (*init)(struct subprocess_info *info, struct cred *new);
65 void (*cleanup)(struct subprocess_info *info);

66 void *data;

67 } __randomize_layout;

CONFIG_GCC_PLUGIN_RANDSTRUCT (structure layout randomization)
- Random seed has to be exposed for building third-party kernel modules

#BHASIA @BLACKHATEVENTS
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copy_to_user(dst, src, n)

T }.7 slot size

frmesie | steckfame | [Tobet [

CONFIG_HARDENED_USERCOPY
- n <= frame size; n <= slot size
- Miss other channel functions
- Not restrict enough, sensitive data can
be in the slot and stack frame

#BHASIA @BLACKHATEVENTS
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kmalloc-96 vulnerable obj| elastic obj spray obj
isolation l
kmalloc-96 vulnerable obj| spray obj

kmalloc-isolate-96 elastic obj

- Create kmalloc-isolate-xxx during boot up

- Add one more flag to specify which cache for allocation

- More advanced isolation is in Grsecurity's AUTOSLAB
(which | know later)

#BHASIA @BLACKHATEVENTS
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Benchmark I w/o defense | w/ defense | Overhead Benchmark ] w/o defense | w/ defense ] Overhead
LMbench - latency (ms) Phoronix - latency (s)
syscall() 0.3813 0.3796 -0.46% FFmpeg 14.01 14.46 3.22%
open()/close() 1.5282 1.5290 0.05% GnuPG 17.39 17.35 -0.22%
read() 0.4596 0.4529 -0.94% Phoronix - throughput
write() 0.4125 0.4127 0.05% Apache (request/s) 16700.23 16088.00 3.67%
select() (10 fds) 0.5114 0.5043 -1.39% OpenSSL (signs/s) 272.00 272.00 0
select() (100 fds) 1.1805 1.1774 -0.26% 7-Zip (MIPS) 9970.00 9374.00 5.98%
stat() 0.7590 0.7600 0.14% Customized bench - latency (ms)
fstat() 0.4576 0.4584 0.19% sock_fprog_kern 28.54 28.30 0.09%
fork() + exit() 90.37 91.71 1.46% 1dt_struct 33.81 31.48 -2.52%
fork() + execve() 255.18 257.85 1.05% ip_options 29 29 30.67 2.40%
fork() + /bin/sh 858.86 863.77 0.57% user_key payload 3404 3533 2877
_ sigactioln() 0.4182 02192 0.25% xfrm_replay_state_esn 29.69 30.06 1.67%
st | omy | eme | oewr CTURSOET SE | an | s
Pipe [/O 3.7497 3.7951 1.87% w g—header. i 20 bt
UNIX socket I/O 5 0786 5 889 ke inotify_event_info 32.68 31.77 0.42%
TCP socket /O 9.7846 9.6776 -1.09% mSg_msg s 20:83 fl e
UDP socket I/O 6.5358 6.2251 -4.75% tcp_fastopen_context 28.79 28.65 -1.04%
LMbench - throughput (MB/s) request_key_auth 81.23 79.88 2.98%
Pipe /O 4755 .49 4753.89 0.03% xfrm_algo_auth 30.32 29.50 -0.28%
UNIX socket I/O 10385.07 10307.40 0.75% xfrm_algo 28.04 23.43 -0.11%
TCP socket 1/O 6327.32 6725.17 -6.29% xfrm_algo_aead 31.36 31.39 0.13%
mmap() /0O 13559.20 13511.95 0.35% xfrm_policy FH67- 30-53— . -1.43%
File /O 7707.81 7702.82 0.06% nge 019% >

#BHASIA @BLACKHATEVENTS
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e Out of 31 vulnerabilities used to study the generality of elastic object attack
e Only two vulnerabilities can potentially be exploited after the mitigation enforced
— CVE-2017-7184: vulnerable object is xfrm_replay_state_esn which is also the
elastic object
— CVE-2017-17053: vulnerable object is Idt_struct which is also the elastic object
e Still raise the bar because
— kernel objects enclosing a function pointer are almost in general cache

#BHASIA @BLACKHATEVENTS
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e Shadow memory for each elastic object
— Record the actual size of the corresponding object
— Heavy memory and performance overhead
e Introduce a checksum field for integrity check
— Encrypt the length value and store it in the checksum field
— Usability is an issue when elastic object is designed for protocols having
specific formats
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e Elastic Object Attack for leaking is a severe and general approach to bypassing
protections

e New mitigations are needed in Linux, FreeBSD, and XNU

e Elastic Object Attack for arbitrary writing is less general

Thank You!

Contact

Twitter: @Lewis_Chen_
Email: ychen@ist.psu.edu
Personal Page: http://www.personal.psu.edu/yxc431/
Code: https://qgithub.com/chenyueqi/w2|
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